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D£FARIM£JiT OF STATE 
liASiUHlZrOE 



4 October 1951 



MEilOEMDlH FOR TiIE CHAlR.441\i, USCIB 

SUBJECT ( Fortu^uese Comfflunications Security 



1. At its Sixty°eighth Keeting on 10 August 1951» USCIB decided 
that the Ueportaent of State and the CLA should prepare jointly a 
detailed plan for a direct approach to the Fortuguese Government 
based on the proposal contained in paragraphs 11 and IZ of the /<d Hoc 
Comoiittee Report to JSClfi on this subject (DSC IB 23/ZZ datsd ? . ugust 
1951) e The detailed plan ebich has been .prepared and approved, by the 
Department and CIA is presented in the paragraphs which follow in 
terms of its objectives, bases, the means available and tiie procedures 
to be followed o 

2a 0b.1ectiva .«t t.h« 

a# To obtain assurances that Fortuguese representatives 
in hATO will observe requests of OS z^presentatives 
regarding the handling of classified infor^tion 
made available by the Ihtited States; 

bo To reduce the leakage of COoeSIC and RATO TOP S£CRgiT 
and SbCRET information through the inseourity of 
Portuguese Communicationsi and 

i 

Co To induce the Portuguese Goveznment to make more use 
of the authorized HaTO cryptographic system (TYFiil) 
end to compile their own books of cryptographic set» 
tings for use in connection with the TXFbk. 

3o bases for the ulaa o The approach must demonstrate that; 

a« The security of highly classified US information 
end plans has been jeopardized through mishandling 
by the Fortuguese; 

bo COSMIC information has been involved; 

I 

Co The mishandling has included (1) disregard of the 
request of a representative making the informal 
tion available and (2) violation of mhIO security 
practices; 

Inclosure with OBCIB 23/30 dated 8 October 1951o 
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do "The US has received indications that the Portuguese 
do not consider TX?i£ a reliable cryptographic 
system; and 
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The US consider a TXPE& to be entirely suitable 
and that its reliability can be demonstrated i 
by appropriate US or £iAT0 offieialso 



4< Means available » 



Dli>eot access by the US Ambassador in Lisbon toi 
the Premier of Portugal. 



[ obtained 

from a source in \testem airope who had in turn 
obtained the information from a- contact through vhom 
ho had had brief access to a copy of the cable Arom 
Ulrich to his Cksvemmento The source and his original 

Ann't’jant. lama nnf’. cinaRir'Inral 1 v In nnriAi* 




07 «Tbloh the US Qovemment has direct knowledge. 



5o Rroced;u:*e8 . 

a. The natter is to be bandied personally and exclusively 
bet.7een Ambassador MaeVeagh and Premier Salaiser and is 
to be known only to the Ambassador among US Embassy 
personnel In Lisbon. 

t 

bo Ambassador idacVeagh is to receive bis Instruction in 
this natter in nashingtone 



«a2= 
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If considered suitable by Aabassador ISacVeagh, his 
approach to Premier ckilazar is to be made along the 
fotUoeing lines; 
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I 



(1) Establish. the delicacy and urgency of this 
problem to the US Govemmento 



( 2 ) 



Present the evidence 

pointing out that the ^original source ana nis 
reliability are not knoen, but that most of the 
information contained in the report os knom to 
be true by the US Government, and that it must 
be assumed, therefore, that those foots c ontained 
in the report to shich the US Government is not 
directly privy may also be correcto 






( 3 ) 



( 4 ) 



Point out that, if this assumption is correct, 
the US is greatly concerned overs (a) the le^age 
of critical US classified Information; (b) Ulrich’s 
apparent disregard of the specific request for 
special handling of the information contained In 
para jg of the report; and (c) the a;^rent Portuguese 
disregard for the authorized KATO cryptographic systemo 

Require categorical assurance from the Portuguese 
Government that (a) its representatives nould 
-observe the requests of US representatives regarding 
the handling of classified Information made avail'- 
able by them and that (b) RalO security practices, 
including the use of the authorized MTO cryptographic 
system, vould be observed at all timeso 

($) Ol'fer the assuKunces of Ui Government that the 
I'XPLi is a reliable cryptographic system and that 
its use as required by uATO security regulations 
is a necessary security precaution; pointing out 
that, if the Portuguese require further assurance 
of this, they might request a demonstration of 
the security features of the machine f^om either 
the Ud Government or the decurity Coordinating ' 
CQiamlttaa of the hsTO Standing GroUPa 



e^e 
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6o A copgr of tlie 
appr(»ch Is attached he reto as aicloettre la 
tx^siated eoc tract Iron I 



to be used in this 
It consists of a 



7o /'mbassador NacVea^ is expected to arrive in tuashintjton for 
consultation on or about 5 October o In order that this natter nay be 
taken up with bin while he is here^ it is requested that USCIB consider 
this plan at its meeting on 12 October and that the views and concurrence 
of tiie british in the general approach have been obtained by that tis^o 



EO 3.3 (h) (2) 
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/s/ lift Park Armstrong, Jr» 
n. park ARUSlROhG, JR. 
Special Assistant, Intelligence 



ijinclosure 
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{tULmCT - IRANSUTIQH) 



A usually reliable source, vltb excellent contacts in Hestem 
European diplomatic circles, has provided tbs inforoation set forth below 
ivithout, however, identifyiitg tha contact from whoa he obtain^ the report« 

lo Rui Ulrich, the Portuguese Ambassador to London, recently cabled 
a report to his Government covering a recent meeting of liATO representao 
tives in Londono Tha salient points were aa follows t 

a« The discussion at the aeeting centered around the question 
of the admission of Greece and Turkey to the Atlantic Fact 
orgonlsationo 

bo Several members of the MATO group, notably the deandinavlans, 
opposed the Imolusion of Gjroece and Turkey into the IiIaTO and 
proposed that a liediterranean Fact be established which would 
be composed of the major powers, and to which Qresoe and 
Turkey would be Invited o 

Co The president of the meeting did not agree with thla pro«> 
poaal, indicating that a fiedltexranean JEhet would merely 
cause duplication of the NATO organization and would oause 
uuneceasazy complications in political and military situationso 

do The porasldent added that the Incorporation of Greece and 
Turkey into the Atlantic Pact would not necessarily be cause 
for war, but might increase political and economic pressures 
on Greece and Turkeyo 

eo Regarding air bases, the president expected that Turkey 
would make facilities available as had the othsr MATO 
countries, but stated that the United States would admit 
Turkey to MATO even with limited use of airfieldSo y Ulrich 
reported that this information was so sensitive that the 
representatives were asked net to telegraph it to their 
governments, a precaution which hs personeULly felt was net 
necessaryo 

a, fo Ulrich concluded by advising that tbs Fact machine (sic) 
was not sufficiently secure for eensitive Informatime 

Field Comment a Source states that the lack of speoifie details in the 
report should be attributed not only to the fact that the information 
was received second»hand, but to the extremely short period of time the 
information was made available to him by his oontaoto 

Big^phingtftn Commant . It has been determined that the diacussicn reported 
above took place at the $th of July, 1991, meeting of ^e MATO Council 
Deputieso 
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P c f toeP M H IBCIBs 23/2B 

1. At its 66th MesUagf 33 Jtaly lEClB sjprotvsd ttas rsfisrsoesd 
fiovortf irtsleh rnrnwiiilinfll that: 

"b. fSn U.8. Oslsgstlctt to tha U.8.*'U.K. CoofiMreneo on nrameh 
eeoBBiBlestioBS oeeiirll^ he eoBtlauBd as aa ad hoe body to aseaartaln 
the. esBUt eKtont to sihleb smaaBt BB9D paraetlees aay pronrida secure 
nays aad nssaa^ vlttiin the firsBMnorfc oS these SKaetiees, to solro 
the Fort«Qpasae prdUen. 

o* furtlMr eoBalderatloB at eseeptiOBBl, direct aetioB to 
Isgprove PartucawM eoasuinlestlans secnrlty he defhcxed pending 
(I) eoBtpletian aS the study zeeoBssnaed mder h shove and (2) BBC 
and Q8CZB decisions stasther su^ aii^ioa is to he taksn Tis-a-^vls 
the nrcneh Goveraocnb." 

2. Bte Ad Hoe Ocenittea has continnsd its study of tha prohAsssp 
sad has davelopsd the edditionaX fheta and oanelualonB set forth halow. 

3. 3he BASO security systen end ragttlatians desl^Ened to protect 
asasitive BA30 infoanetlon are adequate for the parpoav*. iSw deftaitions 
"OOBKIC” and ’^UfEO" ItfafnaatiOB aare eXsar and suseeptlhle of helag 
sppZJad vith preeisloa* 

*Xt is anticipated that a aev doevaautf D.C. 2/t« shleh vas approved hy 
the Standing Group sad tha Military Sepreacstatlvea Coanittee of BASK) 
on 13 April 1951> and shleh is aor asaitlag final approval hy the 
Council Dsputiesj «U1 aoea heeoae effective. She ace doeuneat viU 
aarely amplify and, in amall aeasure, clarify the cu x Te nt security 
system aad regolatioaB. 
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Sogge Portuigufise ecssatfioicatione et^taln ixifcarssBi't&Qn that 

I 

eleasrly f fal l o ^thin tha liiaite stipulate lay the dafinitiona are eeeurey 
aiaee these ecBmpanicstiCBffl are heiag traassaitted hy the outhcOElsed crypto- 
syvtesas^ Tta.^ eith simples: settizigs* Eosev^, even In eases eheze 

the Posrtttgaese have used TXESX, their lack of Imiov-hoir" In the eoesaiml- 
cation security (C0£3SBC) field aad the BaMHer in ^diich thsy nee the 
isake those seseages possibly vulnerable to (scyptanslytie attack a»»d veaksn 
the BfiSO TZESX eyntem as a idiole. 

5)< Sosas EASO cogBaunicatlone^ hosevery contain infongation arhieh asy 
be cluucncterlxed by the designation "HA!EO firiage traffic"^ and uhiCh 
consists largely of national coBSsent on '^06B9ZC" or ’ISffiEO” setters and 
docanents. At the tia^ that the definitions of COESazc and inforon- 
tion sere elaXKsrated, the qisestion vhsthsr national coa^nt uas to be 
eonaidered C06SSIC or MK> Inforantion vaa discussed and specific pro- 
vision that it 1»» so eonsid^ed vas eseluded. Shis eselusion vas at 
the reqioest of tise Departassnt of State, idtiCh, inter alia, did not vish 
Its onn representatives to SASO hssipex^ in r^ard to this natter. In 
the ease of Portuguese eoBaBuniestions, it is both OCSKEC or WilSO XGaterial 
and this "fringe traffic” idiieh ccmstitute the principal sources of in- 
security of SASO and U.8. inforzaaticm. 

6. In traaraaitting natioaial ecssssnt, the Portuguese ataaiber of the 
Council Deputies; in Loodon prefers to use a Portuguese eryptosystea rather 
than SfZPBI because he feara that the British night read TXEES nessages, 
ainee the settings are provided by the British. Tins Portuguese crypto- 
systems used for this purpose Is the Bhgelln C -38 nsaChine vith such poor 
procedures that in aU probability the H,S.S.B. and other countries are 
reading these Portuguese ssessages, even though they ssQT be transaitted 

by vire eysteas. 

7. On ^ April all BA370 lassber nations w&ca lafoosBed by 
S@S-Sl6-^I t3naA the Signatory liatloas of the Berth Atlantic Ik^ty 
Orgenisatioa uere authorised, in addition to eonstruetiag their oen 

t 
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Slugboasd eettlaig Iseys, to prepare iadlvldtal istloatal Bo^ of Setting 
for 72ISS; elsooM this be desired, "in order still further to preserve 
the discreet asiture of the eb&sstels provided for l!iati<anl use." They 
vero also Infonaed at tibe saae tlaa that "the 9.E. tove prepared a 
waffl o r aadum describing a secure sethod f or the eoanpilatiooi of siagoles 
settings aal a copy vlU be oade available to other raa^bsr natloess if 
desired." ^he transaission of satiosaal eosssent by TZPEX w8m»m>mhd vith 
national settings is not prcdilbited. 



PL 86-36/50 use 3605 
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8. Ihe M Hoc Ccisaslttee has ascertained that- not a single one of 
the HASO countries has yet availed itself of the opportunity to cospile 
or to use its osa Shtional Boeiks of tettings'^, or ev» of the authority 
granted to coastruet its o«b mtlmal pln^x»rd settings. Then are, 
in the case of Portugal, no indications of an int^ion to do so in the 
near future. 




10. Ad Hoc Coraaittee considered a nusSber of prc 3 s>o 8 als f<ar action 
^dileh Blight be undertahea to correct this situation. Rrelininary to its 
delib^ratioas the CoEsiittc»e agreed that the protection of 



interests is still the overriding factor in this case, sui that asy 
solution tshieh ^^culd definitely prejudice thiss should be unfiertehen osaly 
as a last resort. Of seven proposals uorthy of serious eonsideratloa It 
attentively studied three uhich uhile ai^^eaarl^ to offer the best chance 
of producing iBBisdlate or, at least prosapt, reaedisl results, at the 



« Since the last aseting o£ the M Boo CcasBlttee infonsation has arrived 
indicating that as of 1 Auguist Belgiua reported national setMngs 
for TZITS but ulthout recourse to tl^ basic Briti^ instruetioaml Bsaao* 
rsadua. 
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saisGe tiflffi sould presaaft the least dagger cat seeuril^ Tisk to the U.S.; 
the Coiisaittee inianisnuoly selected ftraa Assong the thsee the osoe 
ehidi It de^us the siost feasible asd beet uoder the cireumataneesi. 
details of the proposal thus selected are described in paragraphs 11 esd 
12 beloej all proposals sve set forth la ISaeloenve "A", tos^ther vlth 
cosasseats. 

11. Tbs proposal fimlly selected by the M Hoe Ckasslttee is based 

ED 3.3 (h) (2) 

vpcm th^e three preeilses: pl\ 86-36/50 use 3605 



e. A prcBSpt eEcelioratl(»i of the sreseat loeeeure situatl^ can 
be expected if the Paxrtugttese eoiald bes 

(1) POrees to eosgiljr eith BAUD secarltf regolatiosm; 

(2) Glrea fwri3s^ izdoetriaatioa so that thsiy eodd ^s>iire 

fall eoofldence la the secoril^ of TZESS; 

(3) TnflMeed to waJae suare use of ths I2ATO authorised es^ppto* 
Bjetssa (TZPEX^ aad 

(k) Bersuaded to take advajstssge o£ the perBdssiota grated 
SAXO laeB^bers to co^llc their oaa natloml boOIcs of 
settings for TSFEX. 

12. a. The selected proposal, based ti^poa these prcolBes, involves 
a direct, aaad apparently (to the Fortogiiese) unilateral (U.S.) approach . 
on a GcrversEssnt'^to-Gav^raiasist level, elth a viee to delivering a shock 
to the Fortuguese Govesnsaent by ethc^fiag that: 

- 5 - 
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TO # 

(1) ita ro 3 pgres«a:tation oa the Coooeil Dspitisfi Is deUber- 
atel 7 violatiag not ctnly & aell-deflaed 19ASIO eossssuai- 
eation security r^ulatloc to vhleh the Porttjguese 
Gcwcrsjsceat soleswly suibserlbed, heb also usialfeetfi 
little hesitancy In diere@Bx4ing an ea^presaly stated 
request hy the President of the Council Deputies that 
certain isformtioii he trsasmltted only hy courier; and 

( 2 ) seeaetty violation Involved the diecl/nasre of 
hl^lUy sszusitlve U.S iafocmaticsi of a character clearly 

politlefa and of hl^^st iiqpbrtaace to HASO esd U.S. 

'EO--3.3 (h) (2) 

Secnri^. pl 86-3&/50 use 3605 



h. The oeaas or vehicle to be eniployed for this purpose «oold 




directly affectlns its osn security, as veil as that of the vhole of 
HS!SO, that it considered referring the natter to the Council Deputies. 
Steverthelees it vas relueteijat to take such action, provided that prosapt 
etepe vould be tak^ to correct the situation and that assurances 
vould be given by the Portuguese {knrexmest that the action it viU 
te3&e vill prevent a repetition of such violation sad disregard of 
security procedures in future. 

c. These aesuraoees isnst ccs^ise: 

{ 1 ) Assurance that a request by a nssiber gov«nna3irast pre- 
senting Infomation to a MEO body that such inforaa- 
tion be transmitted only by acecnpanled bag will be 
strictly observ^; az^ 

(2) Assurance that, when electrical transDissiaa nust be 
employed, only the authorised MEO eryptosystan (STEES) 

e> ^ w 
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viU be used for the tgaoBBieelon of llAilO lofoeisa- 
tlon, as provide in I!fi!EO security regOlatioas. 
e. Th© approeeb thus far vouM not go beyond the point of 
taking car® of the security of COSMIC and HAIIO ^EOP SECBEST and 
SSCBET Informtion object of point (X) of paragraph 11^; it 
would not take care of leakage froa natloml cosaaent on HASO aatters 

object of points (2)^ 

(3)« sad {k) of pasragraph 11^* Theref o r e ^ the approach should go 
farther and attcsagit to give the Partuguese euthorities positive 
assureace that the TZPEX is a secure weans of eoBBaanl cation^ but 

This could be dcas hy pointing 

out thats 

(1) Ifeless aoeas control were placed on the cryptoaysteais 
employed toe the traaaaiissloin of 2SAT0 InforBatlon^ 

PL 86-36/50 -use 3605 

BO 3.3(h) (2) identical or qjulte almilar watter might be transmitted 

la 88 many as 12 different ^teasj and 

(2) A aln^e eryptosystem, vis.> TZPSSj, was selected by 
the HflTO Council after due deUberation because of 
the hl|^ degree of security it affords ^ben properly 
used. 

Sioald doubt rsmin^ it could be suggested that the aatter be referred 
to the Standing C&oup. 

13< The M Hoe Cqsaittee is uatmlatous in its opinion that this 
proposal should be adopted for the following reasons; 

a. It appears to offer the only program for prompt ggaedial 
action tshlch effords both security and a reasonable prospect at 
being effectlTe. It is recognised l^ts to be effective, assy aj^oaeh 
to the Portuguese on this' siflsject must t^tock th». TMe **shoek" must 
be of such a mture that it will insure their eoupllanee with MEO 
seoxri^ regiilatiogimi gov^ning the transmissloa of classified HA50 
lnforiBatl<mi 



» 7 - 
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use 3 605 

EO 3.3(h)l'27 

The use of the foregoing approach and the choice of j 


r 






vill prod^ this "sboek**^ since this 



eogotaios these ia^ortaxct elssieixtss (1) a vioiUitlcn of a 



spaeifle reqpiest hgr the Bs«si&isot of Coo&eil Depotlee not to traoa 
alt the InfoirBatioa ezeept hy courier; (2) a etataaest eleerly ia6 
dlo&tlQg that the Frotuguese resreeentatlve arrogates to the 

capahllity off reversing a Jufigaeat of the President of the Cocaoell 

4 

Deputies as to the necessity for secrecy; and (3) a statesaent re- 
vealing Portuguese attitude on the use of TZFEK. 



b. It a h ottld be noted that the only currently avaUable and 
positive evidence that the Portuguese are violating UfSXi security 
regulations and that their coaBDunleatlcns constitute a grave risk to 




the Portuguese at the highest level la ‘tibe aetiaal security of the 
TffPEK systesi; It can be eonauelve to getting the Rrotuguese to 
xise it for COGMlCf BASO TOP SECSET end ^CSOBT InfoKaatlon; and It 
Bssy lead then to eospile their oun TXPES settings for treas- 
sdtting nationsl cosaateat involving such Infanaatlon. 

1^. It vUl be necessary to cibtaln the concurrence of the London 
Signal latoUlgeaee Board (l£ZB) tdils proposal^ vhieh should be ecai- 
BBinleated to that Board without delay iff it is accepted by OBCJB. A 
draft of a suitable ffisaarandum to LSXB is contained in Si^losure "C". 

15> a. Tbs Ad Boe Cosssittee is of the opinion that the approach 
to the Portugxese outlined in paragraph 12 can be undertaken vithoot 
referring the laatter to the National Security Council (BSC) and without 
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b. The CcsBBKtttee also feels tbet the esset details of lasklag 

the ssi^roaeh, the specific U.So officisl or officials to be designate 

to laaSse it, ead. the specific Fooctcgtsese official or officials to be 

appiroaehed. Should be decided, bgr the DeparbsteBt of State. A dsaft 

of a suitable asemorarelDTO to the Seeretas^’ of State is set forth, in 

Sneloaure D". ^£>l-.„ 8 6-'36/50 use 360s 

BO 3.; 3(h) (2) 

16 . The Ad See CoassBltte® emsiders that: 

a. All the bthar proposals set fosrth in Sselosure "A"^ eireept 
Proposal B ere 

suitable only as Iong>t^ia progreas; 

b. It VQfold be edYieahle to initiate action on one or sore of 
those proposals as prooq^tly as practicable so as to assure end ex- 
tend the benefits vhlch nay flow fron the Ad Hoc Ccsnlttee '8 selected 
proposal for issasdiate aetlon» as outlined In paragraph JZ, if that 
proposal is approved and eseeuted; and 

c. Such long-term action may also lay the groundsork for Proposal 
B should it became necessary to resort to that proposal. 

17 * The Ad Boe Committee further considers that Proposals S;, 

and 6, ^3hleh are outlined, in Snelosure "A", do not fall strictly vlthin the 
coggdLsance of OSOXB, although they are of interest to ISCXB$. that they 

^louid be studied in detail by ths proper security eii^haritiee 

of the Beiartsents of State and Defense; and that should be referred 
to these authorities by the State &sdL Axsssy^ zssmbers of ISCXB. Xt aey be 
noted that several of the long-tem propoeals are interdepmodent in the 
sense that they would reinforce one smother and would be most effective 
if undertahma together ussier the ssass authorities. 

l8. Finally^ with, reference to the directive giv^ the Ad SOe 
Cos^ttee In GSClBs S3/18 to essplore the possibility of instituting 



9 





safeguasOs iovolvlng greater use oS eoorler senriee sad of brlogixig 
tbia about tbroiig^ aa aiprcaeh to the Sa^&as Allied CoBBBBsder Eurppe 
(SACSUd), the Ad Bioe Coamittee visbes to poiat oat that the pmamt 
Portagusse insscurity iavolvoa eagBanleatlcms ebieh are on tbe diplo- 
BWtle level and not beteeesa nllltary personnel. For this reason the 
natter is aa» in ebieh SACECR has no Jurisdietion. 



mitmsmsacm 

19« It is zeeoaaaended that: 

a. The action proposed la Earagraj^ i2, and Enclosures "C” 
and '!>" be approvedj 



b« The long-tena proposals outlined in Sneloeure "A" be 
aeeapted in prlneiple« for reference to the security 



authorities of the Oepaarbsents of State and Defense. 



PL 86-36/50 use 3605 
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mCLOStIBE »A« 




PfiOPOSiULS STUDIED BT THE AD HOC COMMITTEE 
TO GOBEECT THE 

mSECURITT OF PORTUGUESE C0NMUNICAT10N3 
OANGEEiOUS TO U.S. OR NATO 

!• PROPOSAL k i That an effort be madOp through the Security Coordinating 
Connlttee of the NATO Standing (hwipp to eonvlnee the various NATO neobera requir-^ 
ing indoctrination. Including particularly the Portuguese, of the security and the 
adequacy of the TXPEI eryptosyeten and procedures uhlch have been authorised for 
the transnlsslcm of senaltlve NATO infonnation* 



COMMENT 

This proposal ol|^ produce either prongit or long-term remedial results 
but the CcanDlttee feels dubious about the efficai^ of such an aiq>roach since it 
has no elements of shock necessary to impress the derelict NATO members* Past 
eaqperlenee affords no basis for a belief, or even the hope that such a simple ap- 
proach Mould be effective* The fatuous confidence which, as a general rule, those 

is well known 



and no reliance can be placed in this approach to the prohleitL of the insecurity 
of Portuguese communications containing COSMIC or NATO TOP SKRET and SECRET 
inlbnaation. /pi; ae- 36 /so use seos 

/ EO 3 . 3 (h ) (-2J 

PBOPQSAI. B ; That a direct U*S. or U.S./U.K. approach to the Portuguese 



Government be made,l 



The objective would be to force immediate adherence to COSMIC eeeurliy 
regulations, thus producing prom p t remedial results, and to assure an eventual 
reorganlaation and luprovement In the security of all Portuguese conmninicatlone* 



COMMENT 

a» This proposal is practically Identical with that {opposed in 
USClfi U/132 in regard to I 



and involves a direct approach to the 



Portuguese at the highest governmental level, vis*, the Secretary of State 
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throu^ the U.S. Aaibasaador in Lisbon to the Portuguese Minister of Foreign 
Affairs (MFA). 

b. Such an approach necessitates bringing the COKSEC situation to 
the attention of the MPA in a manner so dramatic as to shock him into taking 

i'L 86-36/50 use 3605 

Speedy and affective action« / %"-3-3(h) (2) 

c. The disadvantages of such an approach in the ease of the 
Portuguese arei 




general inseeuritT^oindedness and loquacity of the Portuguese pscqple as a 



whole make this course dangerous* 
(2) In the case of 



the purpose of delivering such 



a shock is to bring shout a drastic overhaul of the cryptbsystssa and prac-^ 
bices 




There is, however, not only no immediate or bver-rlding 
necessity, fron the point of view of U.S. security, of bringing Ibis sbout 
in the case of the Portuguese, 




provided that segpienb of the Insecurity which involves leakage of OOSMIC or 
NATO TOP SECRET and SECRET infomaiion can be eliminated 




3 c PROPOSAL C : That a high-level approach to the Portuguese Ckiverament 

be made, disclosing our positive knowledge of Portuguese violatlone of the COSMIC 
security regulationB the 

disclosure would be made ostenslhly with a view to insisting upon Portuguese ob- 

I 

servanee of those regulations, tfaue producing prompt remedial results. 

CCMHENT 

This is the propoBal unaniaoualy agreed to by the Goonlttee and is 
discueeed in detail in paragraidis 12-15 of the baeie paper. 

PBt^OSAL D a That theore be estabUshed a NATO courier eervlee which 
would be adequate to suppm^ the present NATO agreement that all possible COSMIC, 
NATO TOP SECRET and SECRET infonaation be traiiemltted by poucho 



6Hal 



USeXB Ad 
Snort dated 









COMMENT 



The Ad Hoe Coanittee atudled the natter of; grater use of courier 
eerviee hgr NATO medibers and further explored l;he ^aslbility of instituting 
eafeguarde in the fora of a note to recipients of sensitive MATO Infoiraatian 
stating that before the inforaation is released there Bust be aaauraneas that 
it will not be forwarded by any electrical conninnloation means; but if neess** 
sary to forwarda that secure courier service would be utilised (see psragraph 
2U of reference Rsport)c The GQnmLttee finds that: 

ao The current regulations*’ relative to the transmieBlon of COSMIC 
Information and documents (Paragraph 14f Annex to D*C* 2/7) clesrly require 
that courier service be given first priority as the mesne of transmission; 
electrical cryptographic tranamiaslon "should only be utilised when time does 
hot permit the use of aecqnpanied bag." 

. b« U.S. Air Force, Arny, and State Department air courier services 
have bean placed at the disposal of NATO governments to the limited extent that 
such services are available* However, even such of these eervicee as are at 
their dieposal are not used by the NATO governments for the transmission of 
national coouent, since they ara unwilling to rely upon the Inviolability of 
pouches not aceooqmnled by one of their oeh national courierso 

c« A NATO courier service would not mly be extremely costly but 
also there is nothing to indicate that the NATO govwnments would p^ much con~ 
fldence even in a NATO courier eerviee unless national eourlsrs of their own 
selection were provided to aeoenpany the pouches In each case of such trans- 
mission* TIm availability of anefa eourlsrs is quostlonable, in view of the 
expense to each government, and, moreover, there are times when electrical 
transmlaslon must be used, ao that the door would still be left open fpr secu- 
rity violations in such Inatancss, sines the government concerned mi^ still 
use its insecure national aystem for national conmeut on COSMIC inforaationo 

5* PROPOSAL E : That there be eetabldshed a ,eeourit 7 training program, 
curriculum, and school for all elownts of ths NATO organisation, both civilian 
and military* 

See footnote to para* 3 of this Report* 
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COMMENT 

See connent under Proposals- F and G« 



6* PROPOSAL F ; That a bilateral U•S•“Portag^e8e security tmmj, einllar 
to the recently eonpleted tripasrtite U«S»-UcK>-*-Fr«ach aurv^e be made and that 
thie sarmy include anong Ite objectives (l) the attainment of nutually-eigrsed 
standards for personnel and physical security and! 




COMMENT 



See eonment under Proposal Ga 
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7a PROPOSAL G a That an effort be made to obtain adoption throu^iout 
MATO of the THportite Security Standards now being considered for adt^ion 
by the U«S.« U*Ka and France* 



COMMENT 



a* The basis for Proposals E, Fp and G is to be found in the 
folloHing eaCbracts from MATO doeuments: 

(1) Parso 3 of Appendix to D*C< 2/7p 13 April 1951:* 









Comalttee * A Security Coordinating Committee of the Standing Groiq> 
is cohstittttedp conposed of FTenebp Itelted States and United Kingdom 
representation f Security representatives of other meuiber countries 
or epdksaiaeii from Regianal Security Committees will be called iqpon for 
assistance when necessary* Tbe Security Coordinattog Conmittee la 
responsible directly to the Standing Group for the auparvlslon of aecu- 
rity within the whole of the NATO system at clU levels and for the 
periodic exaniaatloa of the Ametioning thereof* Any security policy 
affecting NATO as a whole will require final approval at the Council 
level*" 



* See footnote to para* 3 of tliia Report* 
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(2) Para. 5 of S.G.-^3s 10 April 1951: 

"5* Security Coordinating (kamittee Shall: 

a. Be responalble to the Standing Gxcnxp for reeoaBeadatloiia and 
guidance eoncemlng security poll^. 

b. Superrise and periodically examine the functioning of the NATO 
Security System Including COSMIC registries and the COSMIC system of cam- 
monicatlon. The authority of the country to be examined will be obtained 
before the examination is carried out and It mill be conducted by and tdth 
the assistance of the country ooncemed.o 

b. These extracts are quoted to shou that periodic Security Coor- 
dinating CooDittee rerisws of the NATO Security Syaten and its actual manner of 
Ibnctioning have been specifically authorised. 

c. The Ad Hoe Coaoittee has learned that some of the NATO countries 
do not even have a doctrine or document dealing with such matters as physical or 
personnel 8eeurity» let alone standards to which their authorities should strive. 

d. The phpiieal* personnel, and Industrial standards of security 
recently elaborated by the Tripartite Group, if approved by the three Govern- 
ments concerned, will be spEOdcable only to those members of NATO; members such 
as Portugal will nob be bound by those standards. If, however, these etsndards 
were adopted by all NATO countries, this would be conducive toward inprovement 
in those phases of security throusbout NATO. The desirability of doing so is 
becoming mere clear as NATO is growing In strength. 

e. Uoder the cover of such periodic reviews as those referred to In 
subparagraph £ above, the Security Coordinating Gcmmiittee, throojh the Stending 
Groups could institute enquiries with respset to the eziatenee of national secu- 
rity standards and the observance of all NATO security regnlatienB, ineltiding 
those dealing with the use of courier service and sleetrieal traiumiselOQa 

f. However, even if the Tripartite Security Standards were adopted 
throug^Kut NATO, training In their practical appHeotlon and usage will be re- 
quired and courses of Instruction of several weeks’ duration will be necessary 
as an initial step. Such courses could well include not only the three above- 
mentioned phases of general security but also bbe basic elements of oommunleatlon 
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indoctrination should be provided at all NATO levelSf including that of the 
Council Deputies* In order for this to be effective, continuous supervision 
and review of the way in which the training is being apidled in practice will 
be neceesaiy. It is clear, therefoie, that to be fully effective, the action 
ccmtaiaplated in these last three proposals is heeeesarily long-tens and con- 
tinuing in character. 

• go The CooBiittee is of the opinioc that, in regard to all the 



foregoing propoaals, the isatt«r oust be discussed with the U.K. aubhoritles 
before any approach to the Portugneae is nade, especially if a proposal 
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ENCLOSURE "C» 



Ueoorandum for Chaimanj London Signal InteUigmee. Board 
Sidojeets Inseenrity of Portnguasa (kxnounioatianB 
Eneloaure: Report on Portngoeae Goananleatlon Seeuxltgr 

!• The eneloaure le a Report approved tgr the United States 
CoDnnmleatione Intelligenee Board on « and involves aetioa 

i 

preposed to reoedar a situation dansarous to U»S« and NATO seourltyj 
arising from the Inaaonxitgr of certain Portuguese eonimnnleationao 



3e Earljr tdegr^diie repljr epuld be appreeiated6 

EO 3.3(h) (2) 
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ENCLOSUKE i>D” 



*5 



Uenorandira for: The Sacretazy of State 

Svibjeeti Proposed aotion hsr the U«Sa Govenmmt in the inatter of 
. Inseeurilgr of Portugnese connniiileatiGiui 

Enelostare: Report bn Porboguese Comuinicatlon Seeurltgr 

1« The enclosure Is a Report approved tgr the United States 

Conmunicatlone IntelUgenee Board on g and involves action 

proposed to zenedty a situation dangerous to UoS« and NATO seeuritgr« 

arising from the inaeeuritgr of certain Portuguese coai&unieations» 

2o The action proposed hgr the United States Goaununiaations 

Int^Iigenee Board as outlined in paragraph 12 of the ih^Losure has 

redeived the ooneurrenoe of the London Signal InteUigsnoe Boardo 

3b It is requested that the action proposed to correct the 

danger to UbSb and NATO arising from the inseeuritgr of Portuguese 

coBnunioatlons^ be ijqplBmented at the earlieat practicable datOe 



> 
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DR;i.FT as RE^rCSED^26 JULY 1951 







REPORT OF THE USCIB AD PIOC CCI.KETTEE 
to the 

UNITED STATES COMOTICATIONS nWELLIGENCE BOARD 

on 

PORTUGUESE COLaiUNICATION SECURITY 




TO# SEGWCT^SUlDE 

D-R-^A-F-T D-R-A-F-T 

REPORT OF THE USCIB AD HOC COMITTEE 
to the 

UNITED STATES COI^J.OTICATIGNS IfiTFLLIGEKCE BOARD 

on • 

PORTUGUESE COmjKICATION SECURITY 
Reference: USCIB: 23/18 

1. At its 66th Keeting, 13 July 1951, USCIB approved the referenced 
Report, Tdiich recommended that: 

”b. The U.S, Delegation to the U.S.-U.K. Conference on French 
coni^nications security be continued as an ^ hoc body to ascertain 
the exact extent to v;hich present NATO practices may provide secure 
•ways and n®ans, ■within the framework of 'these practices, to solve 
the Portuguese problem. 

e. Further consideration of exceptional, direct action to 
impro\fe Portuguese communications secirrity be deferred pending 
(1) completion of -the study recommended under b above and (2) NSC 
and USCIB decisions whether such action is to be taken -vis-a-vis 
the French Government." 

2. The Ad Hoe Coanmittee has continued its study of the problem, and 
has developed the additional facts aid conclusions set forth below. 

3. 'Hie existing NATO regulations designed to protect sensitive NATO 
information, as set forth in D.C. 2/7, 13 April 1951, aso adequate for the 
purpose, if strictly enforced. The definitions of "COSKIC" and "NATO" 
information are clear and susceptible of being applied rilth precision, 

4. Some Portuguese conmiunications which contain information that 
clearly falls within the limits stipulated by the definitions, are secure, 
since such communications are being transmitted by the authorised crypto- 
systems, viz., TYPEX with simplex settings, Howe-ver, even in cases where 
the Portuguese have used TYFEX, their lack of security and the manner in 
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T^iich they use the machine make those messages possibly vulnerable to 
cryptanalytie attack and weaken the NATO TYFTiX system as a whole, 

5» Some NATO communications, however, contain information which may 
bo characterized by the designation "NATO fringe traffic”, and which 
consists largely of national comment on COSMIC or NATO matters and docu- 
ments, At the time that the definitions of COSJIIC and NATO information 
were elaborated, the question whether national comment vms to be 
considered COS'JIIC or NATO information v?as discussed and specific provision 
that it be so considered was excluded. This, exclusion was at the request 
of the Department of State, which, inter alia, did not wish its own repre- 
sentatives to NATO hamper©! in regard to this matter. It is COSMIC 
material and this "fringe traffic" which constitute the principal sources 
of insecurity as regards NATO and U.S, information, and TiSiich, in the case 
of Portuguese communications, are causing serious damage to security. 

6. In transmitting national comment, the Poidiuguese member of the 
Council Deputies in London (and diplomats of other NATO governments) 
prefer to use their own national cryptosystems rather than TYPEX because 
they fear that the British might read TYTEX messages, since the settings 
are provided by the British. In the ease of Portugal, the national 
cryptosystem used is the Hagelin C-3S machine, xd.th such poor procedures 
that the messages are easily solved. It may be assumed vdth some certainty 
that the U.S.S.R. is reading these Portuguese messages. 

7« On 25 April 1951 all NATO member nations. were informed by 

that the Signatory Nations of the North Atlantic Treaty Organ- 
ization were authorized, in addition to constructing their own plugboard 
setting keys, to prepare individual National Books of Settings should this 
be desired "in order still further to preserve the discreet nature of the 
channels provided for National use," They were also informed at the same 

3 
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time that ‘’the U.K„ have prtapared a rnemorauadim describing a secure method 
for the compilation of simplex settings and a copy vjxll be made available 
to other member Nations if desired." 

8, The Ad Hoc Committee is attempting to ascertain whether any NATO 
country has 3 ret availed itself of the opportunity to corpile its own 
"National Books of Settings", or even of the authority granted to compile 
its ovm National plugboard settings. It is obvious, hof^ever, that Portugal 
has not yet availed itself of either opportunity and there are no indiear 
tions of an intention to do so in the near future. 




10. The Ad Hoc Committee has studied the matter of greater use of 
cotirier service by NATO members. It has further explored the possibility 
of instituting safeguards in the form of a note to recipients of sensitive 
NATO information stating that before the information is released there must 
be assurances that it will not be forwarded by any electrical comnmnication 
means; but if necessary to for'raiti, that secure courier service would be 
utilized (sec paragraph 24 of reference Report). In this connection the 
Ad Hoc Comxaittee finds that: 

a. The current regulations relative to the transmission of COSt'lC 
' information and documents (Paragraph 14, Annex "B" to D,C. 2/7) clearly 
require that courier service be given first i«*iority as the means of trans- 
mission; electrical cryptographic transmission "should only be utilized 
x'.'hen time does not permit the use of accompanied bag." 







b. A NATO courier service has been considered. Such a service 
would cost about ^j 100,000 per month. Although the cost of such service 
might not be too great in view of ths iB^rtance of keeping certain matters 
secure, there is nothing to indicate that the NATO goveninents would put 
much confidence even in a NATO courier service unless national couriers of 
their ovm selection were provided to accompany the pouches in each case of 
such transmission. Ihe availability of such couriers is questionable, in 
view of the esqpense to each government, and, moreover, there are times when 
electrical transmission must be used, so that the door would still be left 
open for security violations in such instances, since the goverment 
concerned would still use its insecure national system for national comment 
on COSMIC information, 

c. A better and far less expensive answer might be to provide 
indoctrination and training in the production of national settings arri in 
tte proper use of the TTFEX machine for COSMIC and NATO material as well 
as for "fringe traffic", 

11. The physical, personnel, and industrial standards of security 
recently elaborated by the Tripartite Group, if approved by the three 
Goverments concerned, will be applicable to only those members of NATO| 
members such as Portugal will not be bound by those staralards. If, hov/ever, 
these standards were adopted by all NATO countries, this would be conducive 
toward improvement in those phases of security throughout NATO, The desir=* 
ability of doing so is becoming more clear as NATO is growing in strength. 

12, Even if those standards were adopted throughout NATO, training in 
their practical application and usage will be required and courses of 
instruction of approximately three weeks' duration will be tecessaiy. Such 
courses could well Include not only the three above-mentioned phases of 
general security but also tbe basic elements of communication security, and 
the proper usage of the authorized NATO cryptosystems. 
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I7o a. F^agraph 3 of the Appendix to D.C. 2/7 reads as follms; 

1^^ "3* Establishaent of Agencies to Control and Coordinate Security . 




Committee , A Security Coordinating Committee of the Standing 
Group is constituted, composed of French, United States and 
United PCingdom representation. Security representatives of 
other member countries or spokesmen fr«n Regional Security 
Canmittees will be called upon for assistance vjhen necessary. 

The Security Coordinating Committee is responsible directly to 
the Standing Group for the supervision of security within the 
x^ole of the NATO system at all levels and for the periodic 
examination of the functioning thereof. Any security policy 
affecting NATO as a whole v/ill require final approval at the 
Council level. •* 

bo Paragraph 5 pf S.G.-41/3, dated 10 April 1951, reads as foUov;s; 
The Security Coordinating Committee shall; 

a. Be responsible to the Standing Group for recommendations 
aM guidance concerning security policy, 

b. Supervise and periodically examine the functioning of the 
NATO Security System including COSMIC registries and the COSMIC 
system of communication. The authority of the country to be 

EO 3.3(h)(2) 
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and it will be conducted by and with the assistance of the 
country concerned.*' 

c. These extracts are quoted to show that periodic Seciirity 
Coordinating Committee examinations of the NATO Security System and its 
functioning have been specifically authorized. 
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REPORT OP THE USCIB AD HOC COfl^ITTEE 
to the 

UNITED STATES COT.MJWICATIONS INTELLIGENCE BOARD 

on 

PORTUGUESE COJ?l?UNICATION SECURTT? 

Reference: USCIB; 23/18 

1. At its 66th P.neeting, I 3 July 1951, USCIB approved the referenced 
Report, which recommended that: 

"b. Ihe U.S, Delegation to the U.S.-U.K. Conference on French 
canmunicatione security be continued as an ^ hoe body to ascertain 
the exact extent to v^diich present NATO practices may provide secure 
naya and means, within the framework of these practices, to solve 
the Portuguese problem. 

c. Further consideration of exceptional, direct action to 
improve Portuguese communications security be deferred peraiing 
(1) completion of the study recommended under b above and (2) NSC 
and USCIB decisions whether such action is to be taken vis-»a“Vis 
the French Government." 

2. The Ad Hoc Committee has continued its study of the problem, and 
has developed the additional facts and conclusions set forth below. 

3« The existing NATO regulations designed to protect sensitive NATO 
information, as set forth in D.C. 2/7, 13 April 1951, adequate for the 
purpose, if strictly enforced. The definitions of "COSl'IC" and "NATO" 
information are- clear and susceptible of being applied vdth precision. 

4. Portiijguese communications which contain information that clearly 
falls within the liaits stipulated by the definitions are secure, since 
such communications are being transmitted by the authorized cryptosystem, 
viz., TYFEX with simplex settings. 

1 
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5o Some NATO communications, however, contain information xfhich may be 
characterized by the designation "NATO fringe traffic", and which consists 
largely of national comment on COSMIC or NATO matters and documents. It is 
this "fringe traffic" v/hich constitutes the principal source of insecurity as 
regards NATO and U.S» information, and which, in the case of Portuguese 
communications, is causing serious damage to security. At the time that the 
definitions of COSMIC and NATO information were elaborated, the question 
xdiether national comment was to be considered COSMC or NATO information was 
discussed and was specifically excluded from the definitions. Tnis exclusion 
was at the request of the Department of State, which did not wish its own 
representatives to NATO hampered in regard to this matter, and at the same 
time did not vd.sh to "cheat" by having its diplomatic representatives use 
U.So ssrstems contrary to the NATO agreement. 

6o ^eh national eonanent is most frequently originated by officials of 
the Foreign Office or of the Diplranatic Corps rather than by meajbers of the 
military departments of the NATO governments. "Ihis is particularly true in 
the case of Portugal. 

7. All the TYPSX machines allocated to NATO members by the British 
have been distributed and are in use. Ht^ever, the holders are all in the 
military departments of those NATO countries, and no aaehines have been 
allocated for use on the diplomatic level by embers of the Foreign Offices 
or Diplomatic Services. However, it appears that additional allocations of 
TYPEX nachines for use on the diplomatic level would not accomplish the 
objective, for the reason given in the next paragrai^. 

8. In transmitting national comment, the Portuguese member of the 
Council of Deputies in London (and diplomats of other NATO governments) 
prefer to use their aim national cryptosystems rather thjm TTPEX because they 
fear that the British mi^t read TTPEX messages, since the settings are pro- 
vided by the British. In the ease of Portugal, the national cryptosystem 
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used is the Hagelin C-38 machine, with such poor procedures that the messages 
are easily solved • It may be assumed with some certainty that the U.S.S«R« 
is reading these Portuguese messages, 

9, On 25 April 1951 all NATO member nations were infoimed by a3M-6l6-51 

that the Signatory Nations of the North Atlantic Treaty Organization were 

authorized, in addition to constinicting their ov/n plugboard setting keys, to 

prepare individual National Books of Settings should this be desired "in 

order still further to preserve the discreet nature of the channels provided 

for National use." They were also informed at the same time that "the U.K, 

* * . • 

have prepared a memorandum describing a secure method for the compilation of 
simplex settings and a copy will be made available to other member Nations 
if desired." 

10. The Ad Hoc Committee has no information as to vjhether any MTO 
country has yet availed Itself of the opportunity to compile its ovm 
"National Books of Settings", or even of the authority granted to compile its 
cwn National plugboard settings. It is obvious, however, that Portugal has 
not yet avail«i itself of either opportunity and there are no indications of 
an intention to do so in the near future. 








12 o The Ad Hoc Coiranittee has studied the matter of greater use of 
courier service by NATO members. It has further explored ”tbe possibility 
of instituting safeguards in the form of a note to recipients of sensitive 
NATO information stating that before the information is released there 
must be assurances that it \7ill preferably not bo forwarded by any elec-» 
trieal communication means j but if necessary to forward, that secure courier 
service would be utilized" (sec jxiragraph 24 of reference Report). In this 
connection the Ad Hoc Cocmiittee finds that: 

a. The current regulations relative to the transmission of COSMIC 
infomation aM docments (Paragraph 14, Annex "B" to D.C. 2/7) cleiffly 
require that courier service be given first priority as the means, of trans«= 
miseionj electrical cryptographic transmission "shoxild only be utilized 
xvhen time does not permit the use of accomp>smied bag." 

b. U.S. Air Force, Arny, and State Depaartment air courier services 
have been placed at the disposal of NATO governments to t|ie limited extent 
that such services are available. Hot^rever, even such of these services as 
are at their disposal are not used by the NATO govermnents for the trans- 
mission of national comment, since they are unwilling to rely upon the 
inviolability of pouches not accompanied by one of their oivn national 
corariers, 

c. A NATO courier service has been considered. Such a service . 

would cost about C?100,000 per month, a fairly sizable amount vdth a far-flung 

system which is becoaning larger with each additional country that enters into 

NATO. Although the cost of such service might not be too great in view of 

the importance of keeping certain matters secure, there is nothing to 

indicate that the NATO goverments would put much confidence in even a NATO 

courier service unless national couriers of their own selection were provided 

/ 

to accompany the pouches in each case of such transmission. , The availability 
of such couriers is questionable, in vieiv of the expeaiae to each government, 
and, moreover, there are times when electrical transmission must be used, so 
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that the door iiTOuld still be left open for security violations in such 
instances, since the govenunent concerned tnmld still use its inseeux^ 
national system for national cooment on COSMIC information, 

d, A better and far less exjEnsive answer might be (1) to furnish 
additional TYPEX machines for use on the diplon;-itic level, and (2) to provide 
indoctrination and training in the production of national settings and in 
the proper use of the machines for NATO "fringe traffic" and purely national 
ecmnent on communications having a bearing on NATO affairs, 

13, The physical, i^rsonnel, and industrial standards of security 
recently elaborated by the Tripartite Group, if approved by the three govern- 
ments concerned, vrill be applicable to onl^- those members of NATO; members 
such as Portugal will not be bound by those standards. If, hov/ever, these 
standards were adopts hy all NATO countyies, this would be conducive tor/ard 
improvement in those phases of sec\irity throughout NATO. Hie desirability 

of doing so is becoming more clear aa NATO is grovd-ng in strength. Hie 
proposed integration into a single military force of the five separate forces 
of Prance, Italy, Ti^stern Germany, Belgium, and Luxembourg increases the 
importance of a single set of standards of security. 

14. Even if those standards were adopted throughout NATO, training in 
their practical application and usage vriil be required and courses of 
instruction of approximately three weeks* duration will be necessary. Such 
courses could well include not only the thi-ee above-mentioned phases of 
general security but also the basic elemfi^nts of corammieation security and 
cryptography, particularly in regard to t?ae application and usage of the 
authorized NATO cryptosystems. Such courses could be established under the 
authority of the Council of Deputies with SHAPE designated as executive 
agent. 
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15 . Action such as indicated in paragraphs 13 and 14 is by its nature 
long-term in character, requiring at least one oTf two years. The current 
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with resjfflct to the observance of the reflations in regard to the use of 
courier service and especially of TYPEX. In so doing the enquiries would 
lead naturaliy, and without arousing suspicion as to motives, to questions 
regarding the compilation of national settings for TYPEX as authorized by 
the Standing Group on 25 April 1951. Such queries tirould be all the more 
innocuous if it were pointed out and if it were true that the U.S. and the 
U.K, were using their ot.ti nationally C(».piled settings for TYPEX in national 
comment on NATO matters in view of the high security of the TYPEX system and 
its guarantees of privacy for purely national communications, j 



21. Should this plan prove feasible, the first goves?nraent to be 
approached shcfuld be Portugal, vdio should be assisted in every vjay possible 
to institute the compilation and use of national settings for TTHCX at the 
earliest practicable moment, 

22. The foregoing plan should and probably could not be instituted 
without prior agre©a.ent with the U.K, authorities, and negotiations xrith 
LSIB should be initiated inansdiately. Drafts of telegrams to the appropriate 
authorities are contained in the Enclosure, 
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EKCDOSURE "A" 

Long“tesia ProgEm for Introduction of Remedial Measures for a General 
Ii^roremont in the Security of NATO CommunicationE 

le Security Coordinating Committee (SCC) of the Standing Group (SG) 
undertakes a review of NATO security regulations in accordance tsdth 
provisions of paragraph 3 of Appendix to O.C« 2/7 and paragraph 5 of 
SG°4l/3. 

2« SCC recommends to the SG thatt 

a« The physical g personnel, and industrial security standards elabo“ 
rated hy the Tripartite Sactjrity Group be adopted throughout N.^TO and 
te applied throu^out all NATO levels including that of the Council 
Deputies (CD). 

b. With a view to insuring and facilitating strict compliance with 
the regulations set forth in paragraphs 14 and 17 of Annex ”B'* to D,C, 

2/7 g Indoctrination of IlATO authorities in the use of TYPSX be provided 
at all evels. Including that of the CDj such indoctrination to include an 
explanation as to why TIPE4 was selected, its proper use, compilation of 
National settings, etc. 

3, Following approval and acceptance by the CD of step 2, the SCC recommends 
to the SG that there be established under the auspices of the CD, with 
SHAPE as executive ar;ent, training courses of approximately three weeks’ 
diaution, such courses (1) to include not only the elements of physical, 
personnel and industrial security but also the basic elements of communication 
security and the proper use of the authorized NATO cryptos^rstems, and (2) 
to be open to military and civilian personnel selected ly each NATO government 
on the basis of the need-tO“know. 
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FPogram for Immediate Remedial Measures to Correct the Insecurity of 

Portuguese Communicationa ^ 3 (h)( 2 ) 
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1, PoUowing approval by the Kational Security Council of USC3B in regard 

USCIB requests concurrence of LSIB to the rsaking 

of a direct unilateral (U.So) approach to the Portuguese Govemnent at the 
highest level vdth a view to correcting the current insecurity of Portuguese 
communications dealing \Ath NATO affairs. 

2, In presenting the matter to LSIB, the proposed steps wbtild be indicated 
as being the following; 

a. Ihe U.S. Secretary of State, through the U.S« Ambassador in Lisbon, 



notifies the Portuguese Minister of Foreign Affairs (Wk) that the U.S, 
Government has a report from a usually most reliable source that the 




COSJUC or NATO classified infonnation be transmitted either in TIPEX with 
simplex settings provided by the British or in TYPEX with simplex settings 
of national production. 



3 . Upon acceptance by LSIB of the steps outlined in paragraph 2, to make 
the approach to the Portuguese MFA as iMicated, 







DRAFT AS REVISED 2 AUGUST 1951 



REPORT OF THE USCIB AD HOC COMMITTEE 
to the 

UMEiD STATES COMMUiaCATIOMS TOTELLIGEv’CS BOARD 

on 

POHTirTUESE COMI<?UEICATION SECURITI 



i 
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D-R-A-F-T 



d-Sa-f-t 



RSPORT OF THE USCIB AD HOC COMMUTEE 
to the 

UHITED STA^S CO1S50NICATIOKS INTSLLIGEHCE K)ARD 

on 

PORTTOUESE COM6SUITECATIOE SECURITY 
References USCIB: 23/l8 

1. At its 66th Meeting, 13 July 1951> USCIB approved the referenced 
Report, which recoasaiended that; 

"h. The U.S. Delegation to the U,S.-U.K. Conference on French 
coraraunicatione security he contlniied as an ad hoe hody to ascertain 
the exact extent to which present NATO practices laay provide secure 
vaya and r^ans, within the fraaework of these practices, to solve 
the Portuguese prohlesa. 

c. Further consideration of exceptional, direct action to 
iarprove Portuguese coisniunlcatlons security be deferred pending 
(l) coiapletion of the study recoEaended under h above and (2) NSC 
and USCIB decisions whether such action is to be taken vis-a-vis 
the French Govemaent." 

2- The Ad Hoc Conaaittee has continued Its study of the probleB, and 
has developed the additional facts and conclusions set forth below. 

3. The existing NATO regulations designed to protect sensitix'e NATO 
information, as set forth in D.C, 2/T> 13 April 1951 ^ are adequate for the 
purpose, if strictly followed. The definitions of "COSMIC" and "NATO" 
Information are clear and susceptible of being applied with precision. 
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4. Some Portuguese eonssuuications contain information that 

clearly falls within the limits stipulated "by the definltionG are secure, 
since these con&nunlcations are being transmitted by the authorized crypto- 
systems, viz-, TJfPEX with slatplex settings. Eowever, even in cases vhere 
the Portuguese have used TIPEIX, their lack of COJKEC "know-how" eind the 
manner in which they use the machine make those messages possibly vulnerable 
to cryptanalytic attack and weaken the NATO Tn’EX system as a whole. 

SCHne NATO communications, however, contain information which may 
be characterized by the designation "NATO fringe traffic", and which 
consists largely of national cosBUent on "COSMIG" or "NATO" matters and 
documents. At the time that the dsfinitiohs of CO^SIC smd NATO information 
were elaborated, the question whether national comment was to be 
considered COSMIC or NATO information was discussed and specific provision 
that it be so considered was excluded. This exclusion was at the request 
of the Department of State, which, inter alia , did not wish its own repre- 
sentatives to NATO hampered in regard to this matter. In the case of 
Portuguese communicatlona, it is both COSMIC loat^lal and this "fringe traffic 
\^ch constitute the principal sources of Insecurity of NATO and U.S. 
information. 

6. In transmitting national comment, the Portuguese member of the 
Council Dexnrties in London itrefers to use a Portuguese cryptosystem rather 
than T2CPEX because he fears that the British mi^t read TXPEX messages, 
since the settings are provided, by the British. In the case of Portugal, the 
Portuguese cryptosystem used is the Eagelln C-38 machine, with such poor 
procedures that in all probability the U.S.S.R. and other countries are 
reading these Portuguese messages, even thoti^ Idiey may be transmitted by 
wire systems . 
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7« Oh 25 April 1951 sill NATO meiaber na’klons were inforuied by 
SGM“6 i 6“51 that the Signatory Nations of the North Atlantic Treaty Organ- 
ization were authorised, la addition to constructing their own plugboard 
setting keys , to prepare individual National Books of Settings shoiOLd this 
be desired in order still farther to preserve the discreet nature of the 
chaxmels provided for National use." They were also inforjued at the same 
tine that the U.K. have prepared a Bieisorendusi describing a secure method 
for the compilation of siiaplex settings and a copy will be made available 
to other iae?aiber Nations if desired." The transmission of National cossaent 
by TYPEX machines with Nat5.onal settings is not prohibited. 

8. The Ad Hoc Comal ttee has ascertained that not a single one of the 
NATO countries has yet availed itself of the ojqcortunity to cca^ile its o\m 



Watinnal Books of Settings", or even of the authority granted to con^ile 
its own National plugboard settings. There are, in the case of Portugal, 
no indications of an Intention to do so in the near future. 
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lOtf The Ad Hoc Committee considered a narabsr of proposals for action 
which might be undertaken to correct this situation* ft*eliminary to its 
deliberations the Committee agreed that 

interests was almost an oror-rlding factor in this case, and that ar^ 
solution which woxild definitely prejudice them should be undertaken oljly 
as a last resort* Of seren proposals worthy of serious consideration 
it attentively studied three which while appearing to offer the best 
chance of producing immediate or, at least prompt, remedial results, at 
the same time would present the least danger or security risk to the U.S*? 
the Committee then unanimously selected from among the three the one 
which it deems the most feasible and best under the circumstanoeGo The 
proposal thus selected is described in paragraph 11 belowj the remaining 
proposals are set forth in Enclosure "A”, together with comments* 



11* The selected proposal is based upon these three premises s 




c* A piosnpt amelioration of the present insecure situation can 
be expected if the Portuguese could be (1) forced to comply with NaTO 
security regulations, (2) given some indoctrination so that they ?;ould 
acquire full confidence in the security of TfPEX, (3) induced to make 
more use of the NATO authorized cryptosystem (TIPiiX), and (4) taka 
advantage of the permission granted HATO members to compile their own 
national books of settings for TfPEX* 

12, a. The selected proposal involves a direct, and apparently 
unilateral (U,S„) approach on a govertir»ent"tO'-oovernra 0 nt level, with a 
view to delivering a shock to the Portuguese Government by shelving thats 
(1) Its representative on the Council Deputies is deliberately 
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violating act a well°defined KiiTO coranaaiicaticn seaurity 
regulation to which the Portuguese Govomnont solemnly subscribed, 

' but .also manifests little hesitan<y in disregarding an expressly 
stated reqvffist Igr the President of the Council Deputies that certain 
information not be transmitted by telegraph; and 

(2) The security violation Irwrolved the possible disclosure 
of highly sensitive U,3, information of a character clearly political 
and of highest importance to KATO and U.3. security* 



Co The Portuguese Goveminsnt would bo informed that the U*So 
Govarament is so incensed and concerned about this flagrant iriolatipn directly 
affecting its ov.n secui*ity,as well as that of the whole of KATO, that it is 
seriously considering referring the matter to the Council Deputies; houevor, 
the' U,S* Government is reluctant to take sucii action, provided prompt steps are 
taken to correct the situation and assurances are given by the Portuguese 
GoveiTiment that the action it will take will prevent a repetition of such 
violation and disregard of security procedures* 
do These assuranaces must comprises 

(1) Assurance that the authorized KaTO cryptosystem (TfPlK) 
will hereeifter be used for the transmission of all GOSmc, TOP SdiCrliiT 

and SECFC^T NATO information, and national comxaant on such information; and 

(2) Assxirance that a request, by a government tabling information 
before a IJATO body, that such information be transmitted only by courier 
will be strictly ©bserved* 
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Ths Port^iguese authorities would then heaven positive assurance 
that the TYl-'i3X is a sscurc ceans of corEuni cation 



, This could be done merely by pointing out that Tii iiX 
was selected by the NATO Council after due deliberation because of tlie high 
degree of security it affords when properly used. They should then be 
induced. (1) to direct the cryptographic tmreau of the Mnistry of Foreign 
Affairs {WA) to compile national settings for Portuguese TIFM comsiunications 
and (2) to issue a d3.rectin3 that v;hon transmission by accompanied bag is 
not feasible because of the time factor and electrical transnission nrost be 
employed, all Portuguese conuaunications dealing directly or indirectly jvith 
COSfflC or TOP SECRET id«i) SECRET IJATO information will be transmitted either 
in TIPEX with simplex settings proidded hj* the British or in TfpEX with 
simplex settings of national production* 

13« The Ad Hoc Committee is tmanimous in its opinion that this proposal 
should be adopted, for the following reasons* 

a. It appears to. offer the only program for prempt remedial 
action which affords both security and a reasonable prospect of being effective. 
It is recognised that to be effective, any approadi to the Portuguese on tliis 

t 

subject must shock them. This ’’shock” roust be of such a nature tha.t it will 
insui*a their compliance with h’ATO secur ity regulations governing the 
mission of classified HATO Inforinatlon 





7ill prod.uce this ’’shock”, for these 

moBsagea contain . these important elements * (1) a violation of a specific 
request by the President of the Coimcii Deputies not to transmit the infor- 
mation by electrical means; (2) a statement cXsarly indicating that the 
Portuguese representative arrogates to himself the capability of reversing 
a judgment of the President of the Council Doputios as to the necessity for 
secrecy; and (3) a statement revealing the Portuguese attitude on the us© 



of TfPEX. 



b, T5ie threatened action, viz,, to ’uri-ng the violation to the 



attention of. the Cornell Deputies, would no doubt greatly alarm the 
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POi*tiigusss Government and it would probably consent to almost aay reasonable 

request if doing so would avoide such actioao 




do It also provides an excellent opportunity to indoctrinate the 
Portuguese at the highest level in the actual security of the TZhi'iX gystemi 
it will be c-nrlucive to getting the Portuguese to use it for TOP SECRET 

ahd SECRET NATO Information | and it will probably lead them to compiling their 
om TYPtiS settings for transmitting national comment on such information o 
14o It will be necessary to obtain the concurronee of LSIB to this 
proposal; which should be communicated to that Board without delay if it is 
accepted by USCIB» A draft of a suitable telegram is contained in Endosxaro '*0", 
\ 15o a „ The Ad Hoc Committee is of the opinion that the approach to the 
Portpguese outlined in Paragraph 12 can be undertaken VTithout referring the 
matter to the National Security Comicil (NSC) and without ^waiting the 
NSC decision on OSCIB? 14/3.32 



bo The Committee also feels that the exact details of making the 
approach; the specific U„S, official or officials to be designated to malce the 
approach; and the specific Portuguese official or officials to be approached, 
should be decided by the Department of Stato® a draft of a suitable nfflmor£aidum 
to the Secretaiy of State is set forth in Enclosure "D”® 

16 o The Ad Hoc Conaalttee cojisidars that* 



Uo All the other proi-osals set forth in Enclosure ”A'*p except 



Proposal 



are suitable only 



as long-term proi^amsj 
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bo It would be advisable to Initiate action on one or moi*e of 
those proposals as promptly as practicable so as to assure and ©Jctend the 
benefits which may flow from the execution of the ad Hoc Committee's selected 
proposal for immediate action, as outlined in paragraph 12; and 

Co Such long-term action may also lay the ground-v/ork for Proposal 
B should it become necessary to resort to that proposal o 

17o The Ad Hoe Committee further considers that, except for Proposal 
B, all the proposals outlined in Enclosure "A", while of interest to USCIO, 
do not fall strictly within the cognizance of USCIB, and should be studied 
in detail by the proper body or bodies of IlATO, It may be noted that several 
of the long“tenn proposals are interdepender:t in the sense that they would 
reinforce one another and would be most effective If undertaken together under 
the same authorities. Rith this in view the memorandum set forth in Enclosure 
"E" has been prepared. 

18. Finally, with reference to the directive given the Ad Hoc Cwnmittee 
in DSClBj 23/L8 to explore the possibility of instituting safeguards involving 
greater use of courier service and of bringing this about through an approach 
to the Commander of SHiiPiJ, the Ad Hoc Committee wishes to point out that the 
present Portuguese Insecurity Involves communications which are on the diplO” 
matic level and not between military personnel, for this reason the matter 
is one in which SlLiPE has no jurisdiction, and an approach through SilaPS worold 
not only be inadvisable but also very probably quite ineffective in bringing 
about the results desired. 

RECOIvII.iEI^DiiTIOIiS 

19o It is recommended that{ 

a. The action proposed in Paragraphs 12,14,15, and 17, and Enclo- 
sures ”C'’,"D”, euid ”E“ be approved} 

b. The Ad Hoc Committee be directed to maintain contact .with this 
problem in order to inform USCIB from time to time as to progress made in its 
solution and to notify USCIB when a satisfactory level of communication soemrit 
has been attained by the Portuguese in the transmission of classified informati 
affecting the security of the U.3. and NATO. 
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PROPOSALS STUDIED BY THE AD HOC CO!.G!£ITTEE 



EO 3.3(h)(2) 

El 86-36/50 use 3605 



TO CORRECT THE 

IWSBCURITT OF PORTOGUFSE CO.?!5aJI'JICATIOWS 
OAHGFHOUS TO U.S. OR NATO 



1, FROPOSAL A ; That a non-intensivs effort be made, throtxgh the 
Security Coordinating Cornmittee of the NATO Standing Group, to convince the 
various NATO members requiring indoctrination, including particularly the 
Portuguese, of the seciarity and the adequacy of the TYPEX cryptosystem and 
procedures vrhich have been authorized for the transmission of sensitive 
NATO information. 

C0M,SNT 

This proposal might produce either prompt or long-term remedial 
results but the Committee feels dubious about the efficacy of such an 
approach since it has no elements of shock necessary to impress the derelict 
NATO members. Past experience affords no basis for a belief, or even the 
hope that such a simple approach would be effective. The fatuous confidence 
vAiich, as a general rule. 



is v;ell known and no reliance can be placed in this 
approach to the problem of the insecurity of Portuguese coinniunications 
containing COSMIC or TOP SECRET and SECRET NATO information. 



2. PROPOSAL B ; That a direct U.S. or U.S./U.K, approach' to the 
Portuguese Government be made. 



The objective vrould be to force imedlate 
adherence to COSMIC secixrity regulations, thus producing prompt remedial 
results, and to assure an eventual reorganization and in^rovanent in the 
security of all Portuguese communications. 

coi'mr 

a. Tliis proposal is practically identical v/ith that proposed in 
use IB; lit/132 in regard 



Qxsi involves a direct approach to th© 
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Portuguese at the highest goverraisBntal level, via,, the Secretary of State 

TOP secr^£t suede 








TO# SEG ^B^ ^U^DE 

through the IT.S, jUnbassador in Lisbon to the Portuguese iy.nister of Foreign 



Affairs 

b. Such an approach necessitates bringing the COMSBC situation to 
the attention of the J/'inister of Foreign Affairs in a manner so draxnatic as 
to shock hiia into taking speedy and effective action, 

e. The disadvantages of such an approach in the case of the 

Portuguese are* EO 3.3(h)(2) 

ortuguese ar®. RL 86-36/5G USC 3605 




The general insecurity-inindedness aixJ. loquacity of the Portuguese 
people as a v/hole makes this cours^t dangerous. 

(2) In the case of the purposa of delivering such 
a sliock is to bring about a drastic overhaul of the cx*yptosystenis and 
practices of 



There iSj, hov;e:/er, not only no . immediate 



or over-riding necessity, from tlW point of view of U.S. security, of 
bringing this about in the case of the Portuguese, but also it would 



provided that oegnient of the insecurity 



which involves leakage of COSJ.tIC or MTO SECRET and TOP SECRET 
infonuation can be ellirdmted idthout a complete overhaul of Portuguese 
crypto^tems and practices, 

3* PROPOSAL C ; That a high-level app 2 *oach to the Portuguese Government 
be mad®, disclosing our positive knowledge of Portuguese violations df the 
COSJTIC security regulations 



sourcesj the disclosure ivou 



Id bs made ostensibly vdth a view to insisting 
upon Pcrtugusse observance of those regulations, thus producing prcmqjt 
remedial results. 



C01!I£I3KT 

This is the propasal umnimously agreed to by the Comittee assA is 
discussed in detail in paragraphs 12-15 of basic paper. 



11 



AFSA FORM 781-C13S 
6 JUL 51 



TOP SECRET SUEDE 








4. PROPOSAL D : 137at there be established a NATO courier service which 

would be, adequate to support tlie present NATO agreement that all possible 
COSJilC, TOP SECRET and SECRET NATO infomation be transmitted bgr pouch; 

CO?MT 

The Ad Hoc Committee studied the matter of greater use of courier 
service by NATO members and further ej^lorel the possibility of instituting 
safeguards in the fom of a note to recipients of sensitive NATO information 
stating that before the information is released there must be assurances 
that it will not be for’Aurded any electrical ccoMmmication means j but if 
necessary to forward, that secure courier service would be utilised (see 
paragraph 24 of reference Report), The Committee finds that: 

a. The current regulations relative to the transmission of COSKIC 
information and documents (Paragraph Ik, Annex "B" to D.C. 2/7) cDjearly 
require that courier service be given first priority as the means of trsns- 
missionj electrical cryptographic transmission "should only be utilised . 
when time does not permit the use of accompanied bag." 

b. U.S. Air Force, Amy, and State DeFartment air courier services 
have been placed at the disposal of NATO governments to the limj.ted extent 
that such services are available. Ho^rever, even such of these services as 
are at their disposal are not used by the NATO govemnents for the trans- 
mission of national comment, since they si's tinmlling to rely upon the 
in^olability of pouches not accompanied by one of their own natiorxal 
couriers. 

c. A NATO courier service trould not only be extremely dosrtly but 
also there is nothing to indicate that the NATO governments would put much . 
confidence even in a MATO courier service unless national couriers of their 
own selection were provided to accon^ny the pouches in each case of such 
transmission. The availability of such couriers is questionable, in view 
of the expense to each govommsnt, and, moreover, there are times when 
electrical transmission must be used, so that the door would still be left 
open for security violations in such instances, since the government con- 
cerned might still use^ its insecure National system for National coianent 

on COSHC information. 

12 
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5. PROPOSAL E ; Ths^t there be established a security training program, 
curriculuni, and school for all elements of tlie NATO organisation, both 
civilian and military. PJISULTS^ 



COmCPKT 

See comment under Proposals F aM G. 
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6, PROPOSAL F : That a bilateral U.S.-Portuguee® security survey, 

milar to the recently completed tripartite U.S,-U.K, -French 8ui*yey, be imde 
and that this survey include among its objectives (1) the attainment of 
mutually-agreed standards for personnel and physical security aKi (2) the 




. COMMENT 

See comment under Proposal G„ . 

7. FROPC^AL G ? That an effort be made to obtain adoption throughout 
NATO of the Tripartite security staiKiards new being considered for adoption 
by the U.S., U.K, and Franco. ^^^NG-THRM RESULTS^ 



COtO/OT 

a. The basis for Proposals E, F, and G is to b© fouJDd in the 

follovdng extracts from NATO documents; 

(1) Par, 3 of Appendix to D.C. 2/7, 13 April 1951 J 

"3» Establisha^nt of Agencies to Control and Coordinate Security . 

a. At the Standing Group Level ; The Security Coordinating 
^ • 

Committee . A Security Coordinating Coiranittee of the StandiEig 
Group is constituted, composed of French, United States and 
United Kingdom representation. Security representatives of 
other lasmber countries or spokesmen from Regional Security 
Committees ■ trail be called upon for assistance when necessary. 
The Security Coordinating Committee is responsible directly to 
the Standing Group for the supervision of s^urity vdthin the 
whole of the NATO system at hll levels and for the periodic 
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exsfflliiation of the ftmcticaisg thereof, Asigr security policy 
affecting HATO as a whole will require final approval at the 
Council level," 

(2) Par, 5 of S.G.-U/3, 10 April 1951: 

"5* 'Rio Security Coordinating Comnittee ehall; 

a. Be responsible to the Standing Group for rec<»iinendEtions 
and guidance concerning seexarity policy, 

b. Supervise and periodically exandne the functioning of the 

NATO Security System including COSIOIC registries and the C0SE1IC 

system of comsminication, 'the authority of the country to be 

esamined vdll be obtained before the ejcamination is carried out 

and it will be conducted ty and with the assistance of the 

country concerned." EO 3.3(h)(2) 

Pi 86-36/50 use 3605 

b. These extracts are quoted to show that periodic Security 
Coordinating Committee reviev/s of the NATO Security System and its actual 
manner of functioning have been speci,fically aui^orieed. 

c. The Ad Hoc Cbraaittee has learned that aoine of the NATO countries 
do not even have a doctrine or document dealing with such matters ae 
physical or personnel security, lot alone standards to which their authorities 
should strive, 

d. The Committee is of the opinion that, in regard to the subject 
of plxysical and personnel security, a unilateral (U.S.) approach to the 




©, The physical, personnel, and industrial standards of security 
recently elaborated by the Tripartite Group, if approved by the three 
Governments concerned, fd.ll bo applicable only to those members of MATO j 
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n^bers such ag Portugal ’.vill not be bound by those staiEKiards. If, however, 
these standards were adopted by all MTO countries, this xvould be conducive 
toward iaproveaieiit in those phases of security throughout NATO. The desir- 
ability of doing so is becoming more clear aa KATO is grcfwing in strength o 

f. Under the cover of such periodic reviews as those referred to 
in subparagraphs a and b, the Security Coordinating Conimittee could work 
through the Standing Group to institute enquiries ivith respect to tJie 
existence of national security standards and the observance of all RATO 
security regulations, including those dealing vdth the use of courier ser- 
vice and electrical transmission. 

go However, even if the 'ft’ipartite secxjrity standards were adopted 
throughout NATO, training in their psactical application and usage tdll be 
required and cotirses of instruction of several weeks’ duration will be 
necessary as an initial step. Such courses could well include not only the 
three above-mentioned phases of general security but also the basic elements 
of communication security, and the proper usage of the authorized NATO 
crsnptosys terns. Such indoctrination should be provided at all M\TO levels, 
including that of the Coxmeil Deputies. In order for this to be effective 
continuous supervision and review of the ways in vdiich the training is being 
applied in practice will be necessary. It is clear, therefore, that to be 
fully effective, the action contemplated in these last three psaposala is 
necessarily long-term and continuing in character. 

h. It is also obvious that several of the long-term proposals are 
interdependent in the sense that they would reinforce one another and would 
be most effective if undertaken together. 

i. Following approval of the Council Deputies, there could be set 
up under SHAPE, in order to afford instruction in the standards of security 
elaborated by the Tripartite Group, a training course of approximately three 
weeks for individuals selected by the different NATO countries; such a course 
to include not only elements of physical, personnel and irriustrial security 
but also the basic elements of conmunleaiion security and cryptography, 
particularly in regard to the application and usage of authorial NATO 
cryptographic systems. 
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Action such as that contec^lated in Proposals A, D, F, and G 
docs not fall strictly within the cognizance of USCIB but of NATO authorities. 
Hence, such proposals should be referred to those authorities as being of 
interest to USCIB but for the consideration and action by NATO, 
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REPORT OF TJ-iE USCIB iiD HOC COZR^ITTEE 
to the 

UNim STAITIS .COIOTXCATICIIS If?rF:LLIGEMCE BOffiD 

on 

FOP-TUGUESH: coimjkication security 
R eference: USCIB: 23/lB 

1. At its 66th rfeetingy 13 July 1951, USCIB approved the referenced 
Repoirt, vaich rseannisiided that; 

"b„ Itie U=S„ Delegation to the U.S.-U.K., Conference on XYeneh 
c<s3muni.ca'tions security be contlKiTCd as an hoe body to ascertain 
the exact extent to v/hicli present NATO practices aaj provide secure 
■way^ and EsanB, within the framer/ork of these praeticOfS, to sol've 
the Portuguese problem. 

s. Further consld oration of exceptional, dii-est action to 
■liEpr-Dv® Pos’tuguese eommanieation;-: security be deferred psndinjg 
(1) ccapletion of, the study recommended under' b above and (2) DSC 
and USCIB decisions whether such action is to be taken vis-a^vis 
the French Gesvernment.” 

t 

2. The Ad Hoc Gorniaittea has continued its study of the problem., and 
has de^i-eloped the edditiona.1 facts aisl conclu6io.us set forth halow. 

3 = The s2dsting HATO regulations designed to protect ' ssnsiti'%-e UATO 
inforiisattxei'nj as act forth ifi D„G. 2/7, 13 .April 1951, adequate for the 
purpose, if gtrietly enforced. The definitions of "COS'-IG” Bird '^N.ATO" 
information are clear and susceptible of being applied tdth precision. 

4o Some Portuguese coiraaunieatxona which contain information that 
clearly falls vdthin ti'js lii: 2 its stipulated by the definitions are secure, 
sine© these cffijamunications are being transmitted the authosdzed crypto* 
system, vis., TYFEZ with simples settings. Hcswsver, even in cases where 
th© Porttzguese have used ITPEX, their lack of security and the marsior in 

2 
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tvhich thay use ths machine saake those messages possiblf vu3.nsrable to 
attack and wsaken the NATO TYT^IX system as a t?hole. 






Sams FATO ca??;?7iuKieaticns^ however, contain iiiformation which n-iay 



b© chm'acteri!;ed by the designation "NATO fringe traffic", aiKj t^hich 
consists largcily of natione.1 comment on COS'.'TC or ^3AT0 matters aiid dceu=- 
mesitao At the time that the definitions of COSIIG and NATO isifoswjaticn 
ware elaborated, the question ivdiether national comaeat •sr/as to be 
considered COJ>MTC or NATO information v;ae discussed and specific provision 
that it be so considered was eseludsdo This exclusion vmis at the request 
of the Departiaent of State, which, inter alia^ did not Tdsh its aim repx’e- 
ssntativsg to NATO hampered in regard to this matter. In the case of 



Fortugueso conrajnications, it is GOShilC xsateria3. and this ’’fringe traffic*^ 
which constitute the principal sources of insecurity as regards NATO es^ 
U,So infoririatd.oa. 



6, In transirdtting national conment, the Posdiugaese mesiibsr of the 

Cotinsil Deputies in London (and diplomats of other NATO govei'aments) 

prefer to use their cfwn national cryptosystems rather thati TYPEX because 

/ 

they fear that the British might read TTE^X messages, since the settings 
are provided by th® British, In the case of Portugal, the national 
cr^'"ptos^r3tem used is the ilagelin machine, \>dth such poor procedures 
that the 0,SoS,R„ is reading these Portuguese messages, ax^’en thougii they 
may be transnitted by wire systems. 



7o On 25 April 1951 all NATO member . nations were informed by 
SGIP-6i6->5l that the Signatory Nations of the North Atlantic Treaty Organ- 
ization were authorized, in addition to constructing their ov?n plugboard 
setting keys, to pr-epare individual National Books of Settings should this 
be desired "iii ordcsr still further to preserve the discreet nature of the 
channels pro^/ided for National use," They xTore also informed at the same 
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that "ths U.K. have prepared a memorandum describing a secisre method, 
for the compilation of sisaplex settings and a copy vtill be aside available 
to other member Katioris if desired,”- The transmiaaion of Kationel comment 
by TTfSX machines with National settinga is not prohibited. 

8o The Ad Hoc C-cmmittee is attempting to ascertain whether ar.j NATO 
country has yet availed itself of the opportunity to compile its o?m 
”Kational Books of Settings”, or even of the authority granted to coapi3.e 
its ova National plugboard settings. It ic obvious, however, that Portugal 



has not sret availed itself of either opportunity and tliere are no indica- 

EO 3.3(h)(2) 

tions of an intention to do so xn tne near future, PL 86-36/50 USC 3605 




10, The Ad Hoc Gcnmittee hap studied the .matter of gx-eates- use of 
courier service by NATO members. It has further explored tli© possibility 
of instituting safe/ruards in the form of a note to recipients of sensitive 
NATO infomation stating that before the inforiKition is released there must 
be assurances that it will not be forwarded by any electrical corranunieation 
means; but if neeeseary to foroard, that secure courier service would be 
utilized (see paragraph 2h of reference Report), In this connection the 
Ad Hoc Conunittee finds that; 

a. The current regulations relative to the transmission of COSI^IC 
information and documents (Paragraph lij. Annex "B” to D,0, 2/7) clearly 
require that courier service be given first priority as the means of tr^s- 
mission; elsctr3,cal er 3 rptographie transmission ^should ojily bs utilised 
when tiiiie does not per-mit the use of accompanied bag.” 
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b, A NATO courier service has been conaidored , Such a service 
would cost about ClOO, 000 per month o Although the cost 

might not be too great in view of the importance of keeping certain matters 
secure, there is nothing to indicate that the NATO govi^nments woiild put 
much confidence even in a MATO courier service unless national coiiriera of 
theij* ovm selection were provided to accompany the pouches in each case of 
3Uf;h transraission„ The availability of such coiiriers is questionable, in 
view of the expense to each government, and, moreover, there are times vdien 
electrical transmission must be used, so that tJie door would still be left 
open for security violations in such instances, since the government 
concerned might still use its insecure National system for National comment 
on COSMIC information „ 

Co A better and far less expensive answer would be to instill 
confidence of NATO members in the security of the TYPEX system, and to pro“ 
vid'£ indoctrination and training in the production of National settings and 
in the proper use of the TYPEX machine for COSItEC and NATO material as well 
as for "fringe traffic "o 

11, The physical, personnel, and industrial standards of security 
recently elaborated by the Tripartite Group, if approved by the three 
Governments concerned, will be applicable to only those members of NAT0| 
lOCTibers such as Portugal will not be bound by those stardards. If, hov/ever, 
these standards were adopted by all NATO countries, this would be conducive 
toward improvement in those phases of security throughout NATO, The desir- 
ability of doing so is becoming more clear as NATO is grofwing in strength, 

12, Even if those standards v/ere adopted throughout NATO, training in 
their practical application aid usage will be required and courses of 
instruction of approximately three iveeks’ duration will be necessary. Such 
courses could well include not only the three above-mentioned phases of 
general security but also the basic elements of coramunication security, and 

the proper usage of the authorized NATO cryptosystems. Such indoctrination 
should be provided at all NATO levels, including tiiat of the Council Deputies, 

5 
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- 13o lb ba fblly the aetioa iMioatesi i;:!, pa?3»Taphs 11 ard 3.2 

^mist be long-^term iis ehiair-a'St.cr.p, Hie cxjrs’eat dai)>age to U„S„ and KATO 
ari.sirig .frcan th© vlolafeieri oi? CC6MIC regaiaticns and the inseeiiriti’ of 
Pprti?.gu©sa coirjQuaica'tions, iEj, hcsa-SYsr, so /p-eat tSiafc prcripfc aetioa J.s necss" 
sairy o 

Ilic _ Ihe Portiig?iSS'S pr^iblem l^sscl^'eis itee-lf into teo raa'Jii, phasees 
s.„ leading th© Po'i’tuguess to intrpduee irapiTi-ire'iTia’ats In th©ir 
seearity ia=s°ang8a8nt3s and 

bo' lEsd'acing the Portiigusse to c^spile thois* ovvTi I'atitX'OSil TITEI 
settings and to us© TYPEX .for isaasages containing GOSHIC, NATO TOP SECPJET 
and SI1X3RET information or National comment on NATO ms-tters; for until and 
unless they do sc the current damage to MTO aroS U„S= security Td.ll not 
only continue but ivill. increase <, 



15 o Tile Ad Hoe Ccu 2 fiii.tt 8 (S is of the opiaiion that, in regsjxl to th® siib" 
ject of phyMcal ami p-crso.nne.1 security, e. unilateral (U.S,) approach to 
tise Fortugues© Government would offer ^vantages „ 



Til© basis for such an approach is iridieated in the ae;st 



paragjfaph. 



EO 3.3(h)(2) 

PL 86-36/50 use 3605 
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